Quantum Information and Computation, Vol. 21, No. 3&4 (2021) 0203-0232
© Rinton Press

SECURE MULTI-PARTY QUANTUM CONFERENCE
AND XOR COMPUTATION

NAYANA DAS @
Applied Statistics Unit, Indian Statistical Institute
Kolkata 700108, India

GOUTAM PAUL?

Cryptology and Security Research Unit, R. C. Bose Centre for Cryptology and Security
Indian Statistical Institute, Kolkata 700108, India

Received May 10, 2020
Revised January 15, 2021

Quantum conference is a process of securely exchanging messages between three or more
parties, using quantum resources. A Measurement Device Independent Quantum Dia-
logue (MDI-QD) protocol, which is secure against information leakage, has been pro-
posed (Quantum Information Processing 16.12 (2017): 305) in 2017, is proven to be
insecure against intercept-and-resend attack strategy. We first modify this protocol and
generalize this MDI-QD to a three-party quantum conference and then to a multi-party
quantum conference. We also propose a protocol for quantum multi-party XOR compu-
tation. None of these three protocols proposed here use entanglement as a resource and
we prove the correctness and security of our proposed protocols.
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1 Introduction

In the current post-digital era, quantum cryptography has generated significant interest in the
information security domain. Security of quantum cryptographic protocols mainly depends
on the “no-cloning theorem” [1] and the fact that, without disturbance, two non-orthogonal
states can not be distinguished with a finite number of samples. The first-ever quantum
cryptographic protocol was BB84 quantum-key-distribution (QKD), proposed by Bennett
and Brassard in 1984 [2]. QKD allows two or more remote users to establish a shared secret
key between themselves. In BB84 protocol, two users, namely, Alice and Bob, exchange single-
qubit states to generate a secret key. In 2000, Shor and Preskill showed that this protocol
is secure and they gave a simple proof of security of the BB84 protocol [3]. In 1991, Ekert
proposed another QKD protocol using entangled states [4]. Till now, there are many variants
of QKD protocols proposed by many researchers, for example, BBM92 [5], B92 [6] and many
others [7, 8, 9, 10, 11, 12, 13, 14].
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Quantum secure direct communication (QSDC) is another nice part of quantum cryptog-
raphy, whose purpose is to securely send a secret message from one party (Alice) to another
party (Bob), without using any shared key. The famous ping-pong-protocol [15] is an ex-
ample of QSDC protocol, where the receiver Bob prepares two-qubit entangled states and
sends one qubit to the sender Alice. Then Alice performs some unitary operations on that
qubit to encode her information and sends it back to Bob. By measuring the joint state,
Bob gets the message. Recently, other QSDC protocols with different approaches are also
explored [16, 17, 18, 19, 20, 21, 22, 23, 24].

A two-way QSDC protocol is called quantum dialogue (QD), where Alice and Bob can
simultaneously exchange their messages with a single channel, was proposed by BA Nguyen in
2004 [25]. Since then, many QD protocols ware proposed [26, 27, 28, 29, 30, 31, 32, 33, 34, 35].
In [34], authors proposed a measurement device independent QD (MDI-QD) with the help of
an untrusted third party (UTP) and showed that this protocol is secure against information
leakage.

QSDC protocols for more than two parties are discussed in [36, 37, 38, 39, 40, 41]. In [41],
the authors proposed the concept of quantum conference or N-party communication, N > 2,
where each party sends their message to the other (IV — 1) parties. In this protocol, to
communicate m-bit classical messages, they need at least (IV — 1) pairwise disjoint subgroups
of unitary operators, where the cardinality of each subgroup is at-least 2™. For large m,
finding these subgroups is quite difficult.

All the above primitives are multi-party protocols, but not multi-party computation. In
the multi-party protocol, two or more parties exchange messages over a public channel and
perform some local computation to achieve a communication task. On the other hand, in
multi-party computation, two or more parties exchange messages over a public channel and
perform some local computation to jointly compute the value of a function on their private
data as inputs. The requirement is that, after the end of the computation, each party will
have the output of the function, but no party will have access to the input of any other
party. Quantum multi-party computation (QMPC) is an interesting research area in quantum
cryptography, where the parties possess some quantum states as inputs. Quantum secret
sharing (QSS) [42, 40, 43, 44, 45], QMPC protocol for summation and multiplication [46, 47],
quantum private comparison [48, 49, 50] are some examples of QMPC protocols.

Our Contribution

In this paper, we make four distinct contributions. First, we revisit the two-party MDI-QD
protocol [34], and show that this is not secure against intercept-and-resend attack. Then we
modify the two-party MDI-QD protocol to make it secure against this attack. Second, using
a similar approach, we propose a three-party quantum conference protocol with the help of an
untrusted fourth party. Next, we generalize our three-party quantum conference protocol to
a multi-party version. We show that both these conference protocols are correct and secure
against intercept-and-resend attack, entangle-and-measure attack, Denial-of-Service (DoS)
attack and man-in-the-middle attack. As the fourth and final contribution, we show how
to use part of our multi-party quantum conference protocol to compute multi-party XOR
function, and establish it’s correctness and security.
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Outline

The rest of this paper is organized as follows: in Section 2, we revisit the MDI-QD protocol
proposed in [34]. Then in the next section, we discuss intercept-and-resend attack on the
MDI-QD protocol [34] and we propose its modified version. Section 4 describes our proposed
protocol for a three-party quantum conference and it’s correctness and security analysis. We
generalize our three-party quantum conference to IN-party quantum conference in Section 5.
Next, we present a protocol for multi-party XOR computation, by using tools of N-party
quantum conference in Section 6. Section 7 concludes our results.

Notations

Here we describe the common notations that will be used throughout the paper.
o [4) = L0100+ 1), =) = 200 — [1));

Z basis = {]0), |1} };

X basis = {[-+),|-) };

{S[i]}, = S is a finite sequence of length m;

e S[i] = S; = i-th element of S ;

e b= bit complement of b;

® i1iy...iny = N bit binary representation of 7;

e |i) = |i1) |i2) ... |in) is an N-qubit state;

o [2F) = 5(100) +[11)), [@7) = —5(]00) — [11));

o [TF) = Z5(|01) +[10)), [¥7) = J5(|01) — [10));

o By ={[2f),120), [1),197) .. [®5v 1) 1) | P51y, )} basis, where [F) = (i) +
|2V —1 —i)) for i € {0,1,.. .,2( ~1 —1}. For example :

L By = {|®F),|®;),|®]),|®;)} is called Bell basis; where
= 125) = 5(100) +[11)) = |27), |@7) = —5(/00) — [11)) = |@7)
= [@7) = J5(101) +]10)) = [¥*), |®7) = 5(/01) — [10)) = [T~)

2. By ={|2f).[®0),[07),[®1),[25),|®5),[®F),|®5)} basis; where
= [@7) = 5(1000) +[111)), |®5) = —5(/000) — [111))
= [@7) = Z5(1001) +[110)), |®1) = —5(/001) — [110))
= [@3) = 5(1010) +[101)), [®5) = 5(|010) —[101))
= [@F) = 5(011) +[100)), [®5) = 5(|011) —[100));

e Pr(A) = Probability of occurrence of an event A;

o Pr(A|B) = Probability of occurrence of an event A given that the event B has already
occurred;

e wt(v) = number of 1’s in a binary vector v.
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2 Revisiting the Measurement Device Independent Quantum Dialogue (MDI-
QD) Protocol of [34]

Here, in this section, we shortly describe the MDI-QD protocol proposed in [34], where two
legitimate parties, namely Alice and Bob, can simultaneously exchange their messages. The
proposal in [34] composed two different protocols from [2] and [12]. Alice and Bob first perform
some QKD, namely, BB84 [2] and generate a shared key k between themselves. Then they
prepare their sets of qubits @ 4 and @ g, corresponding to k and their respective messages a
and b. Alice and Bob send Q4 and @Qp to an untrusted third party or UTP (who may be
an Eavesdropper). Then the UTP measures the two qubit states in Bell basis (i.e, B2) and
announces the result. From the result, Alice and Bob decode the messages of each other (see
Table 1). Details are given in Fig 1.

Table 1. Different cases in MDI QD.

Bits to communicate by Qubits prepared by Probabilities of measurement
results at UTP’s end

Alice Bob Alice (Qa;) | Bob (Qp,;) | [@T) [ |@7) | [¥T) | |¥7)
0 0 |0) |0) 1/2 1/2 0 0
0 1 |0) 1) 0 0 1/2 1/2
1 0 [1) |0) 0 0 1/2 1/2
1 1 |1) |1) 1/2 1/2 0 0
0 0 +) |+) 1/2 0 1/2 0
0 1 [+) |-) 0 1/2 0 1/2
1 0 |—) |+) 0 1/2 0 1/2
1 1 |—) [—) 1/2 0 1/2 0

It is clear from Table 1 that, for 1 <i < n,

o if Alice prepares Q4; = [0)(|1)), then she guesses b; with probability 1 as follows:

_J@et)or [@7) = b =0 (1);
Mi = {|\1/+> or [U-)= b =1(0);

o if Alice prepares Qa; = |+)(]—)), she guesses b; with probability 1 as follows:

_J1@et)or |[¥t) = b =0 (1);
Mi = {|<1>—> or [U7) = b;=1(0).

From the above discussion and Table 1, let us construct two more tables, namely Table 2
and Table 3, containing the information of Alice’s guess and Bob’s guess about other’s message
bits for different cases.

Hence from Table 2 and Table 3, we can say that both Alice and Bob can exchange their
message simultaneously.

Now, we can see from Table 1, for 1 <i <mn, if M; = [®T) or |I~), then Eve knows the
information whether a; = b; or not. That is, Eve knows a; ® b; (1 bit of information out of
2 bits), for those M;, where M; = |®T) or |[U~). To avoid this information leakage, Alice
and Bob discard these cases. Then they estimate the error and if the error exceeds some
predefined threshold, they abort the protocol. Otherwise, they continue it and guess other’s
message.
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Fig. 1: MDI-QD Protocol of [34]

1. Alice and Bob share an n-bit key stream (k = kqks .. .k,) between themselves using
BB84 protocol.

2. Let the n-bit message of Alice (Bob) be a = ajas...a, (b=0b1ba...by,).

3. For 1 <4 <mn, Alice (Bob) prepares the qubits

Qa=0Qa1Quay...Qa, (@ =QB1QB5...Q5,) at her (his) end according to the
following strategy:

(a) ifa; (bj)=0and k; =0= Q4; (@p,;) =10);
(b) ifa; (bj)=1and k; =0= Qa4, (@5;) =11);
(c) ifa; (b))=0and k; =1= Qa,; (@p;) = |+);
(d) ifa; (bj)=1and k; =1= Qu; (@Qp;) =]|-)-

(

4. Alice (Bob) sends her (his) prepared qubits Q 4
(UTP).

Q@ p) to an untrusted third party

5. For 1 <1 < n, the UTP measures each two qubits Q4,; and @ p, in Bell basis (i.e.,
= {|®T)|®7),|¥T),|¥7)}) and announces the measurement result
M; € {|®T)|®),|¥T) |¥~)} publicly. Table 1 shows the possible measurements
results with their occurring probabilities.

6. For 1 <14 <n, Alice and Bob consider the i-th measurement result M, if M; = |®7)
or |¥1) and discard the other cases.

7. They randomly choose dn number of measurement results to estimate the error, where
0 < 1 is a small fraction.

8. Alice and Bob guess the message bits of other, corresponding to their chosen dn
number of measurement results using Table 2 and Table 3.

9. For the above mentioned dn rounds, they disclose their respective guesses.

10. If the estimated error is greater than some predefined threshold value, then they
abort. Else they continue and go to the next step.

11. For the remaining measurement results, Alice and Bob guess the message bits of each
other, using Table 2 and Table 3.

3 Intercept-and-Resend Attack on the MDI-QD Protocol of [34] and Our Pro-
posed Remedy

We now show that the above MDI-QD protocol [34] is not secure against intercept-and-resend
attack and an adversary can get hold of some amount of information about the messages. So
we propose a modified version of this protocol, which is secure against this attack.

Let us consider the intercept-and-resend attack by an adversary A (other than the UTP).
For the i-th message bit pair (a;, b;) of Alice and Bob, they prepare the qubit pair (Q4,,@5;)
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Table 2. Alice’s guess about Bob’s message bit for different cases.

Key | Alice’s Alice’s Alice’s guess about b; when M;
bit k; | bit a; | qubit Qa; | [¢7) [ [¢7) | [¥T) [¥~)

0 0 |0) 0 0 1 1

0 1 11 1 1 0 0

1 0 [+) 0 1 0 1

1 1 |—) 1 0 1 0

Table 3. Bob’s guess about Alice’s message bit for different cases.

Key | Bob’s Bob’s Bob’s guess about a; when M;
bit k; | bit b; | qubit @p; | [¢7) [[¢7) | [¥F) | [¥7)

0 0 0) 0 0 1 1

0 1 1 1 1 0 0

1 0 [+) 0 1 0 1

1 1 |-) 1 0 1 0

depending upon the key bit k;, and send those qubits Q4,,@p, to the UTP by separate
channels from Alice and Bob. Now A intercepts the qubits Q4,, @p, from the channel and
guesses the corresponding key bit &’; to choose the measurement basis for the qubits. A
measures ()4, and @)p, in the same basis and resends those qubits to the UTP. Note that, if
A guesses the correct key bit, then she chooses the correct basis to measure Q4,, @p,, and
due to this measurement, the states of the qubits remain unchanged. In this case, A gets
the correct message bit-pair of Alice and Bob, without introducing any error in the channel.
Now, if A chooses the wrong key bit, then also she can get the correct message bit-pair (a;, b;)
with probability 1/4 and in this case, A can be detected with probability 1/2.

As an illustrative example, consider k; = 0, ¥'; = 1, a; = 0, b; = 0, then Q4, = |0),
Q@p, = |0). Since k/; = 1, A measures Q4,, @p, in X-basis. After the measurement, let
the qubits be Q" 4., Q'p,. f Q"4, = [+), Q'p, = |+), then also A gets the correct message
bit-pair and this case arises with probability 1/4. In that case, if the joint measurement result
is |®*), then A can not be detected, but if the joint measurement result is [¥"), then they
can detect A. The details are given in Table 4.

Table 4. Different cases of intercept-and-resend attack on MDI-QD.

ki | K| ai|bi| Qa, | @p, | @4, | @5, | Prob. of joint measurement result Remark

|©F) | |o7) | [¥F) )

Ol 1]0]0] |0 |0) [+) [+) | 1/2 0 1/2 0 with probability
[+) [—) 0 1/2 0 1/2 1/2 cheating
=) | |+ 0 1/2 0 1/2 can be
[—) [—) 1/2 0 1/2 0 detected

*Bold numbers denote the probabilities that errors have occurred.

Thus, in the case of the intercept-and -resend attack,
Pr(cheating detected in i-th bit ) = Pr(cheating detected in i-th bit |k; = k’;) Pr(k; = k/;) +
Pr(cheating detected in i-th bit |k; # k';) Pr(k; # k';) = 0+1/2x1/2 = 1/4. Therefore, with
probability 3/4, A can do the attack without being detected.

Pr(A gets the exact i-th bit message pair ) = 1/241/2x1/4 = 5/8, whereas Pr(A guesses
the exact é-th bit message pair randomly) = 1/4.
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To avoid this attack, we have modified the previous MDI-QD protocol by introducing an
extra error estimation phase before the UTP jointly measures the qubits.

3.1

Our Proposed Modification

Steps 1, 2, 3 are the same as before in the MDI-QD protocol of Figure 1.

4.

10.

Alice and Bob choose some random permutation and apply those on their respective
sequences of qubits Q4 and () and get new sequences of qubits ¢4 and ¢p.

. They send the prepared qubits ¢4 and gp to a UTP.

Alice and Bob randomly choose dn number of common positions on sequences Q4 and
@B to estimate the error in the channel, where § < 1 is a small fraction. Corresponding
to these rounds, they do the followings:

(a) Each participant tells the positions and preparation bases of those qubits for those
rounds to the UTP.

(b) The UTP measures each single-qubit state in proper basis and announces the
results.

(¢) They reveal their respective qubits for these rounds and compare them with the

results announced by the UTP.

(d) If the estimated error is greater than some predefined threshold value, then they
abort. Else they continue and go to the next step.

The UTP asks Alice and Bob the permutations which they have applied to their se-
quences.

The UTP applies the inverse permutations, corresponding to the permutations chosen
by Alice and Bob, on ¢4 and gg to get Q4 and @) g respectively.

They discard the qubits corresponding to the above dn positions. Their remaining
sequence of prepared qubits are relabeled as Q4 = {Qali]}", and Qp = {Q5[i|}7,
where m = (1 — d)n.

They update their n-bit key to an m-bit key by discarding dn number of key bits
corresponding to the above dn rounds. The updated key is relabeled as k = k1ko ... kp,.

Then they follow Step 5 to Step 11 of the MDI-QD protocol in Figure 1.
In this modified protocol, since Alice and Bob apply random permutations on their respec-

tive sequences of qubits before sending those qubits to the UTP and since those permutations

are announced only after the error estimation phase is passed, at the time of sending those

sequences A can not just guess a key bit and measure the qubits. Even if she gets some of

the key bits, she can not guess the corresponding bases for sequences of qubits g4, ¢g. Alice

and Bob randomly choose én number of rounds to estimate the error in the channel (Step 6

of the modified protocol), where 6 < 1 is a small fraction. Corresponding to these rounds,

they tell the key bits to the UTP and he measures each single-qubit state in proper basis

and announces the results. Alice and Bob reveal their respective qubits for these rounds and
compare them with the results announced by the UTP.
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Let A intercept the sequences g4, gp, measure those qubits and resend the sequences
¢4, ¢5- Let the i-th qubit pair be (ga,,¢p,), which is prepared in the basis (Ba,, Bp,), and
suppose A independently chooses two bases 8147: and ngi to measure g4, and ¢p,, since they
are not dependent on the i-th key bit. After measurement, let the state of the qubit pair be
(d4,»qp,)- At the time of security checking, UTP measures (¢, qp,) in (Ba,, Bp,;) and gets
the result (¢)s,, ¢,). Thus the winning probability of A is

Pr(qs, = qa,, 45, = qB,)

= Pr(q4, = qa,) Pr(q, = q5,)

= {Pr(q4, = qa,| Ba, = By,) Pr(Ba, = Bjy,) + Pr(q4, = qa,| Ba, # Bl,) Pr(Ba, # Bj,)}x
{Pr(qp, = gp,| Bp, = Bp,) Pr(Bp, = Bp,) + Pr(qp, = qp,| B, # Bp,) Pr(Bs, # By,)}

_ [;{Pr(qfé,; = qa, Ba; 7 Bf‘“)}} -

1 /
|5(Pr(dh, = an.| Bo, = Bl + Prla, = an.| B, # By, )}

IR AN AN
! 2 2/ 16

Since Alice and Bob apply random permutations on their sequences Q4 and @p, so from
the measurement results, A can not get any information about the i-th bit pair of the secret
message. The probability of getting the i-th bit pair is 1/4 by randomly guessing the bits.
However the detection probability of A is 1 — (1%)6” and in this case Alice and Bob abort the
protocol.

Table 5 compares the probabilities of relevant events between the MDI-QD [34] and its
modified version.

Table 5. Comparison between the MDI-QD [34] and its modified version.

Probability of the event MDI-QD [34] | Our modified MDI-QD
A gets the i-th bit pair 5/8 1/4
Alice, Bob can not detect A for the i-th measurement 3/4 9/16
Alice, Bob detect A 1—(3/4)0" 1—(9/16)°"

4 Three Party Quantum Conference

We extend the above QD protocol from two to three parties, thus leading to a protocol
of quantum conference. Our proposed conference protocol is divided into two parts. Let
Alice, Bob and Charlie be three participants of the conference. Also let Alice’s, Bob’s and
Charlie’s m bit messages be a, b and ¢ respectively, where a = ajas ...y, b = bibs... by,
and ¢ = cica...Cp.

In the first part, Alice, Bob, and Charlie perform a Multi-party QKD protocol [51] to
establish a secret key k = k1ks ... k,, of m bits between themselves. Then each of them uses
the key to encode one’s own message M into the corresponding state @, according to Subrou-
tine 1. The details of the three party quantum conference protocol are given in Protocol 1.
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Subroutine 1 Message Encoding Strategy for Three Party Quantum Conference
Inputs: Own message M = M1 M, ... M,,; key k = k1ka ... kp,-

Output: Sequence of qubits Q@ = Q1Q2 ... Q.-

The subroutine:
For 1 <i<m,

1. if M; =0 and k; = 0, prepares @Q; = |0).
2. if M; =1 and k; = 0, prepares @; = |1).
3. if M; =0 and k; = 1, prepares Q; = |+).
4. if M; =1 and k; = 1, prepares Q; = |—).

4.1 Protocol 1: Three Party Quantum Conference

The steps of the protocol is as follows:

1. Alice, Bob and Charlie perform any multi-party QKD protocol (e.g., [51]) to establish
an m-bit secret key k = k1ks ...k, between themselves.

2. Let Alice’s, Bob’s and Charlie’s m-bit messages be a, b and c¢ respectively, where a =
a1as ...0am, b=">01ba...by and c = cica ... Cpy.

3. For 1 < < m, Alice, Bob and Charlie prepare the sequences of qubits Q4 = {Qal[i]}", =

(Qa1,Qass -+, Qan), Qe = {QB[}2 = (@B1,@B2, -, @By,) and Qc = {Qc[i]}2, =
(Qcq1,Qcy, .-, Qc,y,) respectively at their end by using Subroutine 1.

4. Alice, Bob, and Charlie choose some random permutation and apply those on their
respective sequences of qubits Q 4, @B, and Q¢ and get new sequences of qubits ¢4, g
and gc.

5. They send the prepared sequences of qubits g4, ¢g, and g¢ to an untrusted fourth party
(UFP).

6. Alice, Bob, and Charlie randomly choose dm number of common positions on sequences
Qa,Qp and Q¢ to estimate the error in the channel, where § < 1 is a small fraction.
Corresponding to these dm rounds, they do the following;:

(a) Each participant tells the positions and preparation bases of those qubits for those
rounds to the UFP.

(b) The UFP measures each single-qubit state in proper basis and announces the re-
sults.

(¢) They reveal their respective qubits for these rounds and compare them with the
results announced by the UFP.

(d) If the estimated error is greater than some predefined threshold value, then they
abort. Else they continue and go to the next step.



212 Secure multi-party quantum conference and XOR computation

7. The UFP asks Alice, Bob, and Charlie to tell the permutations which they have applied
to their sequences.

8. The UFP applies the inverse permutations, corresponding to the permutations chosen
by Alice, Bob, and Charlie, on g4, ¢, and g¢ to get Q4,Qp and Q¢ respectively.

9. They discard the qubits corresponding to the above dm positions. Their remaining
sequence of prepared qubits are relabeled as Q4 = {Qalf] Zm:/l, Qp = {QB[i]};-'il and
Qc = {Qc[i]}ﬁl, where m’ = (1 — §)m.

10. They update their m-bit key to an m/-bit key by discarding ém number of key bits
corresponding to the above dm rounds. The updated key is relabeled as k = k1ko ... kpyr.

11. For 1 < ¢ < m’, the UFP measures the each three qubits state (Q4,, @p,, Qc,) in basis
B3 and announces the result.

12. Alice, Bob and Charlie make a finite sequence {M[z]}ﬁl containing the measurement
results, i.e., for 1 <i < m/, M[i] € {|®F),|®y),|®]),|27),|®F),|®5),|®T), |®5)}
is the ¢-th measurement result announced by the UFP .

13. They randomly choose ym' number of measurement results M|i| from the sequence
{M[i]}™ to estimate the error (may be introduced by the UFP ), where v < 1 is a
small fraction.

(a) They reveal their respective message bits for these rounds.

(b) If the estimated error is greater than some predefined threshold value, then they
abort. Else they continue and go to the next step.

14. Their remaining sequence of measurement results is relabeled as {M][i]}?_,, where n =
!

(1—y)m'.
15. They update their m/-bit key to an m-bit key by discarding ym’ number of key bits
corresponding to the above ym’ rounds. The updated key is relabeled as k = k1ks ... k,.

16. Each of Alice, Bob, and Charlie applies Algorithm 1 to get others’ messages.

Note that in this protocol, there are two error estimation phases. The first one checks if there
is any adversary (other than the UFP ) in the channel who tries to get some information about
the messages or change the messages. In this case, if the 1st error estimation phase does not
pass, then Alice, Bob, and Charlie abort the protocol. Thus, in this step, the motivation of
the UFP being correct is that there is no information gain for him/her if the parties abort
the protocol. The next error estimation phase is to check if there is any error introduced by
the UFP .

4.2 Correctness of Three Party Quantum Conference Protocol

In our proposed protocol, Alice, Bob and Charlie first prepare qubits corresponding to their
messages and shared key and then send those qubits to the fourth party (UFP). After that,
UFP measures each of the three qubits state (one from Alice, one from Bob and one from
Charlie) in basis By = {|®7), |®; ), |®7),|®1),(®5),|®5),|®5),|®5)} and announces the
result. Now, we can say the following from Table 6:
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Algorithm 1: Three Party Message Reconstruction Algorithm

Input: Own message , measurement results {M[i]}7,, key k.
Output: Others’ messages.

1. For 1 < i < n, if k; =0, then each participant can learn the i-th bit of others’
messages from the measurement result M[i] and their own message (see Table-6).

2. For 1 <i < n,if k; = 1, then from the measurement result M|[i] and their own

message each participant can learn the i-th bit of others messages are same or different
(see Table-6). Let ¢ = wt(k).

(a)

Alice, Bob and Charlie prepare ordered sets of qubits S4, Sp and S respectively,
corresponding to their message bit where the key bit is 1. They prepare the
qubits at their end according to the following strategy. Each of S4, Sp and S¢
contain ¢ number of qubits. For 1 < j < ¢ and if k; = 1 is the j-th 1 in k, then

e if a; (b;,c;)= 0 and i is even, prepares Salj] (Sg[j], Sclj]) = |0).
e if a; (bj,c;)=1 and i is even, prepares Sa[j] (Sg[j], Sclj]) = [1).
e if a; (b;,c;)=0 and 7 is odd, prepares S4[j] (Sglj], Sclj]) = |+)-
e if a; (b;,c;)=1 and i is odd, prepares Sa[j] (Sglj], Sclj]) =|-)-

Alice, Bob and Charlie prepare sets of d decoy photons D4, Dg and D¢
respectively, where the decoy photons are randomly chosen from
{]10Y,]1),|+),]—)}. They randomly insert their decoy photons into their prepared
qubits sets and make new ordered sets S’;, S and S;.. They also choose random
permutations R4, Rp, Rc and apply those on their respective sets S, S, S¢ to
get the sets 5’1, S%, S{ respectively.

Each of them sends its set to the next participant in a circular way. That is,
Alice sends S’} to Bob, who sends S% to Charlie, who in turn sends S7, to Alice.

After receiving the qubits from the previous participant, each of them announces
the random permutations and the positions, states of their decoy photons.

They apply the inverse permutations and verify the decoy photons to check
eavesdropping. If there exists any eavesdropper in the quantum channel, they
abort the protocol, else they go to the next step.

Now everyone knows the basis of the qubits of S4, Sp and S¢. So they can
measure those qubits to get the exact message bits of the previous participant
from whom they got those qubits.
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Table 6. Different cases in the three party quantum conference.

Bits to Communicate

Qubits prepared by

Probabilities of measurement results M[i] at UFP’s end

Alice | Bob | Charlie | Alice (Q4;) | Bob (Qp;) | Charlie (Qc;) | [®g) | |[®g) | [9F) | [@7) | [23) | [®5) | |®5) | |25)
0 0 0 |0) |0) |0) /2 | 1/2 0 0 0 0 0 0
0 0 1 |0) |0) 1) 0 0 /2 | 1/2 0 0 0 0
0 1 0 |0) 1) |0) 0 0 0 0 /2 | 1/2 0 0
0 1 1 |0) 1) 1) 0 0 0 0 0 0 /2 | 1/2
1 0 0 1) |0) |0) 0 0 0 0 0 0 /2 | 1/2
1 0 1 1) |0) 1) 0 0 0 0 /2 | 1/2 0 0
1 1 0 1) 1) |0) 0 0 /2 | 1/2 0 0 0 0
1 1 1 1) 1) 1) /2 | 1/2 0 0 0 0 0 0
0 0 0 +) |+) l+) 1/4 0 1/4 0 1/4 0 1/4 0
0 0 1 +) l+) |—-) 0 1/4 0 1/4 0 1/4 0 1/4
0 1 0 |+) |-) [+) 0 1/4 0 1/4 0 1/4 0 1/4
0 1 1 -+) |—) |-) 1/4 0 1/4 0 1/4 0 1/4 0
1 0 0 [—) [+) [+) 0 1/4 0 1/4 0 1/4 0 1/4
1 0 1 |-) |+) I-) 1/4 0 1/4 0 1/4 0 1/4 0
1 1 0 |-) |—) [+) 1/4 0 1/4 0 1/4 0 1/4 0
1 1 1 |-) |-) |-) 0 1/4 0 1/4 0 1/4 0 1/4
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e If the prepared qubit of Alice is |0)(|1)), then Alice guesses message bit of Bob and
Charlie (b; and ¢;) with probability 1 as follows:

|®F) or [®5) = b; =0(1) and ¢; = 0(1);
iy by =0(1 ;= 1(0);
Measurement result = | }F> or | 1_> = bi=0(1) and ¢; = 1(0);
|®5) or |®5) = b; =1(0) and ¢; = 0(1);
|®F) or [@5) = b; =1(0) and ¢; = 1(0).

e If the prepared qubit of Alice is |+)(]—)), then Alice guesses the XOR function of
message bits of Bob and Charlie with probability 1 as follows:

[@g) or [®]) or [@3) or [0f) = b @ ¢; = 0(1);

Measurement result = - - “ >
|®g ) or |®7) or |®5) or |5) = b & ¢; = 1(0).

In this case, Charlie sends her encoded qubit to Alice (the encoding process is given in
Step 2a of Algorithm 1). Since Alice knows the basis of the received qubit from Charlie,
by measuring the qubit in the proper basis, Alice can know the message bit ¢; of Charlie.
Then from b; & ¢;, she can get b; also.

A similar thing happens for Bob and Charlie too. From the above discussion, we see that
for all the cases Alice, Bob, and Charlie can conclude the communicated bit of the other
parties with probability 1. Hence our protocol is giving the correct result.

4.3 Security Analysis of the Three Party Quantum Conference Protocol

In this section, we discuss the security of our proposed three-party quantum conference proto-
col against the common known attacks which .4 can adopt. If there exists some adversary in
the channel and the legitimate parties can detect her with a non-negligible probability, then
we call our protocol as secure.

We first show that if the UFP does some cheating, it can be detected by the players at
the error estimation phase of the protocol (Step 13 of Protocol 1). Let UFP measure each
of the three qubits Q4,,@p,, Q¢, in a randomly chosen basis (Z or X) instead of measuring
(Qa,,®QB,,Qc,) in B basis. Now UFP checks the individual measurement results and decides
to announce an M'[i] € {|®F),|®; ), |®T),[®]),[®F),|®5),|®T),|®5)} corresponding to
the states which can arrive if he measures in the correct basis (see Table 7). For example,
if UFP measures in Z-basis and gets the result |0)|0)|1) then he announces M'[i] from the
set {|®F),|®)}. Again if he measures in X-basis and gets the result |—)|+) [+) then he
announces M’[i] from the set {|®,),|®7),|P5),|P5 )}

We now calculate the winning probability p of UFP for correctly guessing the i-th measure-
ment result M[i]. Let the preparation basis for the initial qubits Q4,,@p,, @c, be B and



Table 7. Different cases when UFP is dishonest in the three party quantum conference.

UFP chooses UFP’s measurement results Probability that UFP guesses M'][i]
measurement basis | Alice (Qa;) | Bob (Qp;) | Charlie (Qci) | |®5) | [@5) | [®) | [®7) | [@3) | |®5) | [®5) | [®5)
0) |0) 0) /2 | 1/2 0 0 0 0 0 0
0) |0) 1) 0 0 1/2 | 1/2 0 0 0 0
|0) 1) 0) 0 0 0 0 1/2 | 1/2 0 0
2 |0) 1) 1) 0 0 0 0 0 0 /2 | 1/2
1) |0) 0) 0 0 0 0 0 0 1/2 | 1/2
1) |0) 1) 0 0 0 0 /2 | 1/2 0 0
1) 1) |0) 0 0 1/2 1/2 0 0 0 0
1) 1) 1) 1/2 | 1/2 0 0 0 0 0 0
[+) [+) [+) 1/4 0 1/4 0 1/4 0 1/4 0
[+) [+) [—) 0 1/4 0 1/4 0 1/4 0 1/4
[+) [—) [+) 0 1/4 0 1/4 0 1/4 0 1/4
X |+) |—) |-) 1/4 0 1/4 0 1/4 0 1/4 0
[-) [+) [+) 0 1/4 0 1/4 0 1/4 0 1/4
[-) [+) |-) 1/4 0 1/4 0 1/4 0 1/4 0
|- |- I+) 1/4 0 1/4 0 1/4 0 1/4 0
[-) [-) |-) 0 1/4 0 1/4 0 1/4 0 1/4
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UFP chooses the basis B’. Then we have,
p = Pr(M'[i] = M(i])
=Pr(M'[i| = M]i]| B=B")Pr(B=B") + Pr(M'[i] = M[i]| B+ B')Pr(B # B)

= L{PHM 'l = MIi]| B = B) + Pr(Mi] = M(il| B £ B}

— S PHMI[] = Mlil| B = B) + Pr(M'f]| = M| B= X, 5/ = Z)+
Pr(M'[i] = M[i]| B=Z,B' = X)}

1 1+1+1 T
) 2 4) 8§

Therefore the legitimate parties can detect this eavesdropping with probability 1— ™, which
is a non-negligible probability for large ym'.

Next, we consider four types of attacks (intercept-and-resend attack, entangle-and-measure
attack, Denial-of-Service (DoS) attack, man-in-the-middle attack) and show that our protocol
is secure against these attacks.

1. Intercept-and-resend attack

Here we consider the intercept-and-resend attack by an adversary A (other than the
UFP). In this attack model, A intercepts the qubits from the quantum channel, then
she measures those qubits and resends to the receiver. First let us assume that A
intercepts g4, measures the qubits in randomly chosen bases (Z or X) and notes down
the measurement results. Due to the measurements by A, let the sequence g4 changes
to ¢’y and she resends ¢’y to UFP. After receiving the sequence ¢/y, Alice tells UFP some
random positions of the sent qubits and their preparation bases, then UFP measures
those qubits and announces the results. Let the ¢-th qubit ¢4, prepared in basis B,,, and
A chooses basis B;li to measure g4,. At the time of security checking, UFP measures
), in Ba, and gets the result ¢); .

Thus the winning probability of A is

p1 = Pr(qs, = qa,)
= Pr(q;/xi =4qA;

Ba, # Bfﬁll) PT(BA:' # Bf‘lz)
Ba, #B}4,)}

BAi = 8141) + Pr(qlf/li =qA;

1
= i{Pr(q/f/L =qA;
1 1 3
= — 1 —|— - = —.
AGEIN
Similarly, when A intercepts gp and g¢, then the winning probability of A is ps = %
and ps = % respectively. Note that Alice, Bob, and Charlie apply random permutations
on their respective sequences of qubits, and those permutations are announced only if
the error estimation phase is passed after the qubits arrive at their destinations. So at
the time of sending those sequences, A can not just guess a key bit and measure the

qubits in the corresponding bases. Even if she gets some of the key bits, she can not
guess the corresponding bases for sequences of qubits g4, qp, gc. Therefore measuring
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the qubits of g4, ¢, gc are independent events to A and thus the winning probability
3

of A for this attack is pipops = (2)®. Alice, Bob, and Charlie randomly choose dm
number of rounds to estimate the error in the channel (Step 6 of Protocol 1), where
6 < 1 is a small fraction. Corresponding to these rounds, they tell the positions and
preparation bases of the qubits to the UFP . Next, the UFP measures each single qubit
state in proper basis and announces the result. Alice, Bob, and Charlie reveal their
respective qubits for these rounds and compare them with the results announced by
UFP and calculate the error rate in the quantum channel. Thus the probability that
they can detect the existence of A is 1 — (%)Sém, and in this case the legitimate parties
terminate the protocol.

Next we consider A tries to eavesdrop in the second phase of transmission of qubits
(Step 2 of Algorithm 1). Suppose A intercepts the sequences S’i, S%,S{. from the
quantum channel, measures them in Z or X basis and then resends those sequences to
the receivers. Since each of %%, S%, S{. contains d decoy photons, then these intermediate
measurements change the states of those decoy photons. Let the i-th decoy photon of
Alice be D4, prepared in basis B, where B = Z or X, and after A measures in B’
basis the state becomes D’; . When Alice announces the preparation basis of D4,, then
Bob measures D%i in basis B and gets D;lh-' We now calculate the probability that
Da, = D}, as follows,

= Pr(DY = Dy, B+B)Pr(B+#B)

B=DB)Pr(B=B)+Pr(D}, =Dy,

1

= 5[Pr(D4, = Da,| B=B) +Pr(D}, = Da,| B# B')]
1 1 3
2 { + 2} 1

Thus the probability that Alice and Bob can detect the existence of A is 1 — (%)d7 where
d is the number of decoy photon. Similarly for the other sequences of qubits.

2. Entangle-and-measure attack

Let us discuss another attack, called entangle-and-measure attack, by an adversary A.
For this attack, A does the following: when Alice sends her sequence of qubits ¢4 to
the UFP , then A takes each qubit g4,, 1 < i < m, from the channel and takes an
ancillary qubit [b), which is in state |0), from her own. A applies a CNOT gate with
control g4, and target |b), and then she sends ¢4, to the UFP . The joint state becomes
|00), |11), |®T) and |® ), corresponding to the state of qa,, which are |0), [1), |[+) and
|—) respectively. Also A does the same thing with the qubits of Bob and Charlie. After
the UFP receives all the qubits, Alice, Bob and Charlie randomly choose ém number of
rounds to estimate the error in channel (Step 6 of Protocol 1), where § < 1 is a small
fraction. Corresponding to these rounds, they tell the positions and preparation bases
of the qubits to the UFP | who then measures each of the single qubit state in proper
basis and announces the result. Alice, Bob and Charlie reveal their respective qubits
for these rounds and compare with the results announced by the UFP.

Let UFP get the measurement result q;li by measuring the state g4, prepared in basis
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B. Now if the original state of g4, is |0) or |1), then no error occurs. But if the original
state of qa, is |+) or |—), then an error will occur with probability 1/2, as [®T) =
75(100) +[11)) = 5(|++) +|==)) and [@7) = —=(]00) — [11)) = Z5(|++) — [-—))-
Thus Alice, Bob and Charlie abort the protocol. Let us calculate the probability of the
event ¢y = qa,.

p1 = Pr(qh, = qa,)
= Pr(q;‘i =qa,| B=2)Pr(B=2) —|—Pr(qf4i =qu,| B=X)Pr(B=X)

1

= 5ldh, = aa,| B=2) +Pr(qi, = qa| B=X)]
1 17 3

—2[”2]—4-

Similarly we can calculate py = Pr(¢p, = ¢5,) = %, Py = Pr(qt, = gc,) = §. Thus

3
4
can detect him at the time of security checking with probability 1 — (%)Sﬁm. Similar
argument follows for the second round of communication.

for 1 < ¢ < m, the winning probability of A is pphps = ( )3 and the legitimate party

. Denial-of-service (DoS) attack

In this attack model, A applies a random unitary operator 4 # I on the qubits to
tamper the original message and introduce noise in the channel. This attack can also
be detected in the same way as discussed above. Let U = Zj:l w; Pj, where P;s are the
Pauli matrices I, o, iy, and o, for 1 < j < 4 respectively [54], and they form a basis
for the space of all 2 x 2 Hermitian matrices. Since U is unitary, Z?Zl w? = 1. Now the
winning probability of A is ps = Z?zl hjwjz, where hjs are the winning probabilities
of A when she applies Pjs respectively. Thus h1 =1, ho = 1/2, hg3 = 0 and hy = 1/2
as I does not change any state, o, changes the states in Z-basis, io, changes the
states in both Z-basis and X-basis, and o, changes the states in X-basis. Hence in the
security check process Alice, Bob and Charlie find this eavesdropping with probability
1 — p439™ > 0. Similarly for the second phase of communication, the legitimate parties
can detect A with probability 1 — ps3¢ > 0, where d is the number of decoy states.

. Man-in-the-middle attack

For this attack, A prepares three finite sequences of length m, of single qubit states
¢4, ¢ and g, whose elements are randomly selected between |0),]1),|+) and |—).
When Alice, Bob, and Charlie send their prepared sequences of qubits g4,qp and q¢
to the UFP |, then A intercepts ¢4, g5, gc and keeps those with her. Instead of g4, ¢
and gc, she sends ¢/, ¢ and g to the UFP . Note that Alice, Bob, and Charlie apply
random permutations on their respective sequences of qubits, and those permutations
are announced only if the error estimation phase is passed after the qubits arrive at
their destinations. So at the time of sending those sequences, A can not just guess
a key bit and prepare her qubits. Even if she gets some of the key bits, she can not
guess the corresponding bases for the sequences of qubits g4, qp, qc. Alice, Bob, and
Charlie randomly choose ém number of rounds to estimate the error in channel (Step 6
of Protocol 1), where § < 1 is a small fraction. Corresponding to these rounds, they tell
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the positions and preparation bases of the qubits to the UFP. Next, the UFP measures
each single qubit state in proper basis and announces the result. Alice, Bob, and
Charlie reveal their respective qubits for these rounds and compare them with the
results announced by UFP. Since the elements of ¢4, ¢}3, and g are randomly chosen
by A, thus they introduce error in the channel. Let us calculate the probability that
Alice, Bob and Charlie can detect this eavesdropping and so they abort the protocol.
For each i, let the i-th qubit of Alice be g4, prepared in basis B4,, and A prepare q/Ai
in basis B;\i. At the time of security checking, UFP measures qf4i in B4, and gets the
result qlflh,' Now three cases may arise,

o If By, = B/, and qa, = ¢y, then ¢, = qa, with probability 1.
o If B4, = B!y, and qa, # q/y,, then ¢/;, = qa, with probability 0.
o If B4, # B)y , then ¢ = qa, with probability 1/2.

Thus the winning probability of A is

Pr(qxl = qu)

1
= i{Pr(quL = inl BAi = Bfﬁll) +Pr(q;’1i = inl BAi 7& B:ﬁlz)}

BAq‘, = 8141) Pr(BAz‘ = 8141) + Pr(qui = qA;

1
= S [Pr(da, = qa,| B=DB', qa, = ds,) Pr(qa, = ds,)+

2
Pr(qga, = qa,| B=DB', qa, # da,) Prlqa, # da,) +1/2]
1 1 1 1] 1
——|1x = a2 =2
5 |1X g T0x5 51 =3

We can calculate the winning probabilities for ¢p, and g¢, in a similar way. Hence
Alice, Bob and Charlie can detect this eavesdropping with probability 1 — (%)367” > 0.
Again, if A tries to eavesdrop in the second phase of transmission of qubits (Step 2 of
Algorithm 1), Alice, Bob and Charlie can detect it in the error estimation phase (Step 2e

of Algorithm 1) and abort the protocol.

Hence our protocol is secure against a dishonest UFP | intercept-and-resend attack, entangle-
and-measure attack, DoS attack and man-in-the-middle attack.

5 Multi-Party Quantum Conference

In this section, we generalize our three-party quantum conference protocol to a multi-party
quantum conference protocol. Suppose there are N (> 3) parties P1, Pa, ..., Pn; each of them
wants to send one’s message to the other N — 1 parties by taking help from an untrusted (N +
1)-th party P(y41), who may be an eavesdropper. Let the m-bit messages of P1,Ps, ..., Py
be M1 = M1’1M1’2 e Ml,m; M2 = M271M2’2 e MZ,m; ey MN = MN,lMN,2 e MN,m
respectively, where M; ; is the j-th message bit of the ¢-th party P;. To do this task, first,
they have to share an m-bit key k = k1ks ...k, and according to the key, they prepare their
sequence of qubits to encode their message bits. The encoding algorithm is the same as the
three-party case, i.e., Subroutine 1. Then they send their qubit sequences to P(y1), who
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measures each N-qubit states in By basis and announces the result publicly. Depending on
the measurement results, one’s message bits and key bits, each of them prepares another
sequence of qubits, which contains some encoded message bits and some decoy photons, and
sends it to the next party circularly. By measuring these qubits on appropriate bases, each of
them gets the message bits of the previous party, but the states of the qubits corresponding
to the message bits remain the same. Each adds some decoy photons to the message qubits
sequence of the previous party and send it to their next party circularly and repeat this
process for N — 2 times. From the previous measurement results announced by Py 1), each
can get other N — 1 messages from the other N — 1 parties. Details are given in Section 5.1.
Note that for NV = 3, the protocol is given in Section 5.1 reduces to the three-party protocol
of Section 4.1.

5.1 Protocol 2: N-Party Quantum Conference
The steps of the protocol are as follows:

1. P1,Pa,..., Py perform a Multi-party QKD protocol (e.g., [52]) to establish an m bit
secret key k = k1ks ...k, between themselves.

2. Let the m-bit message of P; be M; = M; 1M;2... M, for i =1,2,..., N.

3. Fori=1,2,..., N, the i-th party P; prepares the sequence of qubits Q; = {Q;[j]} L, =
(Qin, Qiz2,---, Qim) at its end by using the Subroutine 1.

4. P; chooses some random permutation and applies on its respective sequence of qubits
Q@; and get new sequence of qubits ¢;, for i =1,2,...  N.

5. They send the prepared qubits q1,qs2,...,qn to P(n41)-

6. P1,P2,..., Py randomly choose dm number of common positions on the sequences
Q1,Q2, ...,Qn to estimate the error in the channel, where § < 1 is a small fraction.
Corresponding to these rounds, they do the followings:

(a) Each participant tells the positions and the preparation bases of those qubits for
those rounds to Pyy1)-

(b) P(n-+1) measures each single qubit states in proper bases and announces the results.

(¢) P1,Pa,..., Py reveal their respective qubits for these rounds and compare with
the results announced by P(y1)-

(d) If the estimated error is greater than some predefined threshold value, then they
abort. Else they continue and go to the next step.

7. P(n+1) asks P1,Pa,..., Py to tell the permutations which they have applied to their
sequences.

8. P(n+1) applies the inverse permutations, corresponding to the permutations chosen by
Pi1,P2,..., PN, 00 q1,q2,--.,qn to get Q1,Q2, ..., QN respectively.

9. They discard the qubits corresponding to the above dm positions. Their remaining
sequences of prepared qubits are relabeled as Q1 = {Q1[i]}7,, Q2 = {Qa[i]}}™, ...,
Qn = {Qn[i]},, where m’ = (1 — §)m.
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10. They update their m-bit key to an m/-bit key by discarding dm number of key bits
corresponding to the above dm rounds. The updated key is relabeled as k = ki1ko . .. k.

11. For 1 < < m/, P(n+1) measures each N qubit states Q1,;, Q2. ..,QnN,: in basis By
and announces the result.

12. Py, Pa, ..., Py make a finite sequence {M[i]}?", containing the measurement results,
Le., for 1 < i <m/, M[i] € {|®F),[®5),197),[97), .., [T w1, ;) |Pon1)_,)} 08
the i-th measurement result announced by Py 1)-

13. They randomly choose ym' number of measurement results M|i] from the sequence
{M[i]}", to estimate the error, where v < 1 is a small fraction.

(a) They reveal their respective message bits for these rounds.

(b) If the estimated error is greater than some predefined threshold value, then they
abort. Else they continue and go to the next step.

n

14. Their remaining sequence of measurement results is relabeled as {M][i]}_,, where n =

(1=7y)m'.
15. They update their m/-bit key to an mn-bit key by discarding ym’ number of key bits
corresponding to the above ym’ rounds. The updated key is relabeled as k = k1ks ... k.

16. For 1 < a < N, P, uses the Algorithm 2 to recover others’ messages.

Note that in this protocol, there are two error estimation phases. The first one checks if
there is any adversary (other than P 1)) in the channel, who tries to get some information
about the messages or change the messages. In this case, if the 1st error estimation phase
does not pass, then the participants abort the protocol. Thus in this step, the motivation of
P(n+1) being correct is, there is no information gain if the parties abort the protocol. The
next error estimation phase is to check, if there is any error introduced by Py 1)

5.2 Correctness and Security Analysis of N-Party Quantum Conference Proto-
col

In our proposed protocol, for 1 < a < N, each P, first prepares qubits corresponding to
his (her) message and shared key and then send those qubits to P(Nt1)- After that, P(n+1)
measures each N-qubit state (one from each P,) in basis By = {|®]), |®; ), [®7),[®1),. ..,
|<I>;r(N_1)7l> s |®5n—1y )} and announces the result.

Now for 1 < ¢ < m, if k; = 0 (i.e preparation basis of each Q%; is {|0),|1)}) and the
N-qubit state is [§) = |ji) [j2) - [in) or [2¥ =1 = 3) = |') = |1} 3'a) .- |, then after
measurement, Py 1) will get |<I>j') and |®;") with probability 1/2.

Again if k; = 1 (i.e., the preparation basis of each Q%; is {|+),|—)}) and there are even
number of a, such that Qu; = |—), then Py 1) will get |<I>]+> (5 € {0,1,...,20N-1) _1})
with probability 1/2(V-1),

Else if k; = 1 (i.e., preparation basis of each Q% is {|+),|—)}) and there are odd number
of a, such that Qa,; = [—), then Pyy1) will get [®7) (j € {0,1,...,20N=D — 11) with
probability 1/2(NV-1),
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Algorithm 2: N-Party Message Reconstruction Algorithm for P,

Input: Own message M, key k, joint measurement results { M[i]}!_; announced by

P(N+1)-

i=1

Output: Others’ messages My, Ma, ..., Mq_1), M(ay1),---, Mn-
1. For 1 <i< n,if k; =0,
Pa can learn the i-th bit of others’ messages from the measurement result M[i] and his(her)
own message (same as three party quantum conference, e.g., see Table A.2 for N = 4).
2. For1<i<n,ifk; =1,
from the measurement result M]i] and his (her) own message, P, can learn the XOR value of
the i-th bit of all N messages. If M[i] = |®;") for some [ € {0,1,...,2 =Y — 1} then the

value of x; =

Mi;® Ma; @ ... 0 Mn, becomes 0, else x; = 1. Let ¢ = wt(k).

(a) Pa prepares an ordered set of ¢ qubits Sa, corresponding to his (her) message bit where
the key bit is 1. He (she) prepares the qubits at his (her) end according to the following
strategy. For 1 < j < cand if k; = 1 is the j-th 1 in k, then

e if M, ; =0 and i is even, prepares So[j] = |0
e if M, ; =1 and i is even, prepares S.[j] = |1
e if M, ; =0 and 7 is odd, prepares Sa[j] =
e if M, ; =1 and i is odd, prepares S [j] =

(b) There are N — 2 rounds.

e 1Ist round:

1-1.

1-2.

1-3.

1-4.

P prepares a set of decoy photons D, 1, where the decoy photons are
randomly chosen from {|0),|1),|+),|—)}. He (she) randomly inserts his (her)
decoy photons into S, and makes new ordered sets Sol. Pa sends Sa! to
P(a+l)(Mod N) and receives S(la—l)(Mod N) from P(a_l)(]\/jod N)-

After Piat1)(mod N) TeCEiVEs Sal, Pa sends the positions and states of Dq1 to
P(a+1)(Mod Ny through a public channel. Also P, receives the positions and
states of D(q—1)(mod N),1-

Then P, verifies the decoy photons to check eavesdropping. If there exists any
eavesdropper in the quantum channel it aborts the protocol, else it goes to the
next step.

Po measures the qubits of S(q_1)(nmoa ny in proper bases and knows the
corresponding message bits of Pq—_1)(am0a n)- Also after measurements in the
proper bases, the states of the qubits of S(q_1)(ar0a n) remain unchanged.

e [-th round (2<I< N -2):

I-1.

1-2.

1-4.

Po prepares a set of decoy photons D, ;, where the decoy photons are
randomly chosen from {|0),|1),|+),|—)}. He (she) randomly inserts his (her)
decoy photons into S(q—i+1)(moa n) and makes new ordered sets S.l. Po sends
Sa! to Plat1)(Mod Ny and receives Sa—1)(Mod N)l from Pa—1y(rod N)-

After Piat1)(mod N) TeCEiIVES Sa!, Po sends the positions and states of Dq, to
P(a+1)(Mod n) through a public channel. Also P, receives the positions and
states of D(q—1)(nod N),1-

. Then P, verifies the decoy photons to check eavesdropping. If there exists any

eavesdropper in the quantum channel, it aborts the protocol. Else it goes to
the next step.

Po measures the qubits of S(o_;11)(a0d n) in proper bases and knows the
corresponding message bits of P(q_i41)(nmod n). Also after measurements in the
proper bases, the states of the qubits of S(q_;41)(a0d n) remain unchanged.

(¢) Pao gets all the message bits of previous N — 2 participants. As P, knows x; and its
own message bit, it gets all the other N — 1 message bits.
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For better understanding, we write the table for N = 4 in Appendix A (Table A.2).

Nowforl <i<mandl < a< N,ifk; =0, we can say the following: if the prepared qubit
of P, is |0) or |1), then P, guesses message bit of other parties with probability 1 as follows:
Mi] = |<I>j'>0r |®7) = the N-qubit state was [j) or [2V —1 —j). Since [2V —1—j) =
l71) |j2) - - - [in), from his/her own message bit, P, can get the others’ message bits.

If the prepared qubit of P, is |[+) or |—), then P, guesses the XOR function of message
bits of all parties with probability 1 as follows:

|‘I)]+> = M ®My; ®...0 Mn,; =0;

Measurement result = 7
|¢]>:> Ml;i@MQ,i@---EBMN7i:1.

for some j € {0,1,...,2(N-1 —1}.

In this case, P1,Pa, ..., Pia—1), Pla+2),-- > P(N—1), Pn send their encoded qubits to P,
(encoding algorithm is given in Step 2a of Algorithm 2). Since P, knows the basis of the
received qubits, by measuring the qubits in the proper basis, P, can know the message bits
My i, Mo, .. Mo—1)i, M(ay2y,is- - -, Mn ;. Then from the XOR value, P, can get M(q41),i
also.

From the above discussion, we see that for all cases, all parties can conclude the commu-
nicated bits of the other parties with probability 1. Hence our protocol is giving the correct
result.

The security analysis is the same as the three-party quantum conference protocol and so
we will not repeat it here.

6 Multi-party XOR Computation

In this section, we present a protocol for multi-party XOR computation. Suppose there
are N parties Py, Ps,...,Pn; each of them has an m-bit number. Let m-bit numbers of
P177D27 PPN ,PN be M1 = M171M1,2 PPN Mlﬂn; Mg = M271M2,2 PPN MQJH; ey MN = MN71MN72 .
My o, respectively, where M; ; is the j-th bit of the i-th party P;’s message. They want to
compute My @ My & ... & My securely, such that their numbers remain private. To execute
this protocol, they will take help from an untrusted (N + 1)-th party (or P(y,1)). Also, one
participant among Py, Pa, ..., Px, must be semi-honest (i.e., it follows the protocol properly),
who have to play a vital role in this computation. Let P; be the semi-honest participant.
Other participants are only allowed to prepare and send the states corresponding to their
numbers. If other participants do not follow the protocol properly (i.e., they will prepare
states corresponding to a number other than their own numbers), then the computed value
will be incorrect, which they definitely do not want.

To compute My & My & ... & My, first P1,Ps,..., Py have to share an 2m-bit key
k = kiks ... kon and according to the key they prepare their sequence of qubits to encode
their numbers. The encoding algorithm is almost similar to conference cases. Then they
send their qubit sequences to P(n41), who measures each N-qubit states in By basis and
announces the result publicly. Then from this announcement and the key, they get the XOR
value of their numbers. Details of this protocol are given in Section 6.1.
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Protocol 3: Multi-party XOR Computation

Input: The m-bit numbers M1 = M1’1M172 .. ~M1,m; Mg = M2?1M272 . M2,m; ey MN =
MyiMpyyo ... My, of N parties Py, Pa, ..., Py respectively.
Output: M1 ® My ® ... D My.

The steps of the protocol are as follows:

1

N

P1,Pa, ..., Py perform a Multi-party QKD protocol [51] to establish an 2m bit secret
key k = k1ks ... ko, between themselves.

(a) If wt(k) = m, then calculate ¢ = ®k;, 1 < i < 2m.

(b) Else if wt(k) > m, then ¢ = 1.

(c) Else ¢ =0.

Py prepares an m-bit random number k' = kik} ...k and sends it to Po,..., Py by

using Algorithm 3 with the inputs k" and k.

. Py calculates My, = My @ k’ and uses M, as his/her number.

. P1 generates a 2m bit string M’y from his/her number and the key in such a way that,

for1<i<2mand 1< j<m:

(a) if kj =cand j <m, then M’y ; =M, j,i=i+1,j=j+1;

(b) else, M’y ; = x, where x € {0,1} is random and ¢ =i + 1.

For 2 < a < N: P, generates 2m bit string M’,, from his/her own number as follows.
For1<i<2mand 1 <j7<m:

(a) if k; =cand j <m, then M’y ; =My, i=i+1,j=7+1;

(b) else, M’ ; =z, where x € {0,1} is random and ¢ =i+ 1.

Each Py, Ps, ..., Py prepares the sequence of qubits Q1 = {Q1[i]}2" = (Q1.1,Q12,-- -,

Q1.2m); Q2 = {Q2[i]}7™ = (Q2,1,Q2,2,---, Q2.2m): - - -: QN = {QN ]} = (Qn,1, QN 2.
.., QN 2m) at their end by using Algorithm 4.

P1,P2, ..., Py choose some random permutations and apply those on their respective
sequences of qubits Q1, @2, . .., QN and get new sequences of qubits q1, o, ..., qn. They
send their prepared sequences of qubits q1,q2, ..., qn to P(n1)-

P1,Pa, ..., Py randomly choose 26m number of common positions on sequences @1, Q2,
.., QN to estimate the error in the channel, where § < 1 is a small fraction. Corre-
sponding to these rounds, they do the followings:

(a) Each participant tells the positions and preparation bases of those qubits for those
rounds to Py 1)-
(b) P(n-+1) measures each single qubit states in proper bases and announces the results.

(¢) P1,Pa,...,Pn reveal their respective qubits for these rounds and compare with
the results announced by P(n41)-
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.
21.

(d) If the estimated error is greater than some predefined threshold value, then they
abort. Else they continue and go to the next step.

P(n+1) asks Py, Pa, ..., Py to tell the permutations which they have applied to their
sequences.

P(n+1) applies the inverse permutations, corresponding to the permutations chosen by
Pi1,P2, ..., PN, 00 q1,q2,---,qn to get Q1,Q2, ..., QN respectively.
They discard the qubits corresponding to the above 2ém positions. Their remaining

sequences of prepared qubits are relabeled as Q1 = {Qulil}22, Q2 = {Qalil}2. ...
Qn = {Qn[i]}*™ where m’ = (1 — &)m.

They update their 2m-bit key to an 2m’-bit key by discarding 2dm number of key
bits corresponding to the above 20m rounds. The updated key is relabeled as k =
kika ... koms.

For 1 <4 < 2m/, P(y41) measures each N qubit states Q14,Q2,,...,Qn,; in basis By
and announces the result.

P1,Pa, ..., Py make a finite sequence {M[i]}2"% containing the measurement results,
Le., for 1 <i < 2m/, M[i] € {|®F),|05),|97),[®7) ..., [®F v 1))+ [Pon 1y )} 08

the i-th measurement result announced by Py 41).

They randomly choose 2ym’ number of measurement results M|i] from the sequence
{M[i]}?™ to estimate the error, where v < 1 is a small fraction.

(a) For these rounds, they reveal respective bits of their numbers.
(b) If the estimated error is greater than some predefined threshold value, then they

abort. Else they continue and go to the next step.

Their remaining sequence of measurement results is relabeled as {M][i]}2",, where n =
!

(1 —y)m'.

They update their 2m/-bit key to an 2n-bit key by discarding 2ym’ number of key
bits corresponding to the above 2ym’ rounds. The updated key is relabeled as k =
kiksa ... kop.

For1<i<2n

)

(a) if k; = ¢, then each participant can learn i-th bit of others’ number from the
measurement result M[i] and their own number (see Algorithm 5.1).

(b) Else, from the measurement result M|i], each participant can learn the XOR value
of the i-th bit of all N numbers. If M[i] = |®;") for some [ € {0,1,...,2(N=D —1},
then the value of x; = M1, ,; ® M2; ® ... D My, becomes 0, else x; = 1.

Combining the knowledges from Step-19b and the key, they can get M, ,, & M2®. ..My

P1,Pa,..., Py calculate M1 ® Mo @ ... O My =K &M, ®Mo® ... D My.
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Algorithm 3: Algorithm for Sending a Number to (N — 1)-Participant

Input: Random number k' = kjk} ... k!, chosen by Py, key k = k1ks ... ko
Output: For 2 < a < N, P, has k.

1. To encode random number k', P; prepares N — 1 sets of qubits
Qo =Qu1Qa2..-Qam for Py (2 < a < N), by using the following strategy: for
1<i<mand2<a<N,

) if ki =0and k; = 0= Qq, =10)
yifkl=1land k; =0= Qu,;=11)
(c) ifki=0and k; =1= Qu,; = |+)
Jifkl=1and k; =1= Qn;=|-)

2. For 2 < a < N, P; chooses a set of decoy photons D, and randomly inserts those
decoy photons into @, and gets new set of qubits gq.

3. P1 sends ¢, to P,.
4. All P, inform P; that they receive g,.
5. P; announces the positions and states of the decoy photons.

6. Each P, measures the decoy photons in their appropriate bases and calculate the error
in the channel (or check that if there is any eavesdropper).

7. If the error rate is in a tolerable range, then P, measures the qubits of @, in their
appropriate bases (determined by the key) and get &’.

Algorithm 4: Message Encoding Algorithm for Multi-party XOR Computation

Input: M/, = 2m-bit message of P,, key k =kiko ... kom.
Output: Sequence of qubits Qo = {Qa[i]}2™ = (Qu1,Qa2,- - Qa2m)-
1. (a) If wt(k) = m, then calculate ¢ = Bk;, 1 < i < 2m.

(b) Else if wt(k) > m, then ¢ = 1.

(c) Else ¢ =0.

2. For 1 <i<2m,
) if M/a,i =0 and kl
) if M/a,i =1 and k‘l
(c) if M'p;=0and k; =
) if M’aﬂ; =1 and ]{37 =

|
ol

set Qll(orQ27,...OI'QN7,L-:|O;
set le(orQ21...OrQN7i:|1;
7S€t Qll (Or QQZ...OY QN,Z:|+>7

( )

, set le OrQQz---OI‘QN7¢:|—,

[
o o

\
o
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6.2 Correctness and Security Analysis of the Quantum Protocol for Multi-party
XOR computation

The correctness of this protocol directly follows from the previous one (i.e., multi-party quan-
tum conference protocol). Also, we can say this protocol is secure against intercept-and-resend
attack, disturbance attack, entangle-and-measure attack, and dishonest P41y, as this is a
part of the previous protocol discussed in the last section.

Now, we only have to prove that, no one can get the computed XOR-value other than the
legitimate parties.

Let an adversary A constructs a 2m-bit string 7 = 77 ... 7o, from the measurement
results in such a way that, if M[i] = |®]) for some [ € {0,1,...,2¥"1D — 1} then 7, = 0,
else if M[i] = |®;) for some | € {0,1,...,20¥"D — 1} then 7; = 1. Now m-bit string
n=M,®M®...5 My is a subsequence of 7. If A can guess n from 7 with some low
probability, then also it can not get any information about p = M; ® My @ ... & My as
w=mn®k, where k' is unknown to him/her. Then from the notion of security of the famous
“one time pad” protocol [53], we can say that our proposed protocol is secure.

It is to be noted that, if P; is dishonest, then he/she can cheat and get the exact XOR
value, whereas the other participants get some random value instead of the exact XOR value.
This thing happens in the following way: P; calculates My, = M; & R, where R # k' is a
random m-bit number and it is used instead of k’. Then P; follows all the next steps of the
protocol. At the end of the protocol, everyone get My, ® My @ ... ® My. Then Po,..., Py
calculate M1 & My @ ... & My = k' & My, & My @ ... ® My, which is not true as R # k.
But, P; calculates My @ Mo ®...@ My = R® My, ®Ms®...® My, which is correct. That
is, after executing the protocol, P; has the exact value of My & My & ... & My and other
participants have the value of ¥ & R® M1 ® M> @ ... &H My, which is nothing but a random
number.

Thus here we are assuming that P; is semi-honest, that is, follows the protocol properly.
Hence each participant gets the computed XOR-value exactly, but no other party can not get
any information about the value.

7 Conclusion

In this paper, first we identify that the MDI-QD protocol presented in [34] is not secure
against the intercept-and-resend attack, and we modify the protocol to make it secure against
this attack. Then we present three more protocols, two of them for the quantum conference,
i.e., securely and simultaneously exchanging secret messages between the participants. The
first protocol is for three parties and then we generalize it to a multi-party scenario, i.e., for
N-parties (where N > 3). Another protocol presented in this paper is for multi-party XOR
computation, where N-parties can compute the XOR function of their own numbers, but
their numbers remain private. All the protocols discussed above are proven to be correct and
secure.
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Appendix A

Table A.1. Comparison between quantum conference proposed in [41] and our protocol.

Quantum conference [41] Our protocol
Uses 2™ (N — 1) unitary operators No unitary operator
n-qubit entangled state, n > (N — 1)m Single qubit states

Approximate 1 qubit for 1-bit information | Approximate 3/2 qubit for 1-bit information
No key required One initial key is required
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Table A.2. Different cases in Four Party Quantum Conference.

Qubits sent by

Probability (Eves end)

Communicated Bits

Pu| P2 | Ps | Pa | log) | Io5) | let) | lév) lo) lox) | lo3) | I¢5) | lod) o) | 167) | by Py | by Py | by Py | by Py
[0) [ o)y | [o) | [0y | 1/2 | 1/2 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
[0 | o) | oy | [1) 0 0 /2 | 1/2 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1
[ | o) | 1) | [0 0 0 0 0 1/2 | 1/2 0 0 0 0 0 0 0 0 0 0 0 0 1 0
) | o) | 1) | [1) 0 0 0 0 0 0 1/2 | 1/2 0 0 0 0 0 0 0 0 0 0 1 1
[0 | 1) | o)y | [0) 0 0 0 0 0 0 0 0 /2 | 1/2 0 0 0 0 0 0 0 1 0 0
[0 | 1) | oy | [1) 0 0 0 0 0 0 0 0 0 0 /2 | 1/2 0 0 0 0 0 1 0 1
[ | 1) | 1) | [0 0 0 0 0 0 0 0 0 0 0 0 0 /2 | 1/2 0 0 0 1 1 0
[0 | 1) | 1 | [ 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1/2 | 1/2 0 1 1 1
(1) | o) | joy | [0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1/2 | 1/2 1 0 0 0
(1) | o) | oy | [1) 0 0 0 0 0 0 0 0 0 0 0 0 /2 | 1/2 0 0 1 0 0 1
1) | o) | 1) | [0) 0 0 0 0 0 0 0 0 0 0 /2 | 1/2 0 0 0 0 1 0 1 0
1 | o) | 1 | 1 0 0 0 0 0 0 0 0 1/2 | 1/2 0 0 0 0 0 0 1 0 1 1
1) | 1) | oy | [0 0 0 0 0 0 0 1/2 | 1/2 0 0 0 0 0 0 0 0 1 1 0 0
(1) | 11 | [0y | 1) 0 0 0 0 1/2 | 1/2 0 0 0 0 0 0 0 0 0 0 1 1 0 1
1) | 11 1) | o) 0 0 /2 | 1/2 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1 0
1) | |y |y | 12 | 12 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1 1 1
[+) | ) | ) | )| 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 0 0 0 0
[+ | 1+ |+ =) 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 0 0 1
[+) | ) | 1= | 1+ 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 0 1 0
[+ | =) |- | 18 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 0 0 1 1
) | 1= | |+ 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1 0 0
[+ L= e |-y | 18 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 0 1 0 1
[+) | 1=y | =) | 1+ | 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 0 1 1 0
[+ === 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1 1 1
= ||| 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 1 0 0 0
=y | ) |- | 18 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1 0 0 1
[=) | 1+ | =) | 1+ | 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1 0 1 0
= =) | 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 1 0 1 1
[=) | =) | ) | 4 | 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1 1 0 0
= 1= ] = 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 1 1 0 1
= 1= | =]+ 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 1 1 1 0
(=Y [ 1= | =) | =) | 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1/8 0 1 1 1 1




